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	Network Security learning in vocational high schools is often constrained by the limited availability of physical firewall devices and the dominance of lecture-based teaching methods, which make it difficult for students to understand abstract configuration concepts. This study aims to develop an instructional video on firewall configuration using Cisco Packet Tracer as a learning medium for the Network Security subject in Vocational High Schools. The development process employed the ADDIE model, which consists of the stages of Analysis, Design, Development, Implementation, and Evaluation. The research subjects involved 25 eleventh-grade students of Computer and Network Engineering and two expert validators, namely a material expert and a media expert. Data collection instruments included validation sheets and student response questionnaires, while data analysis was conducted descriptively using quantitative methods with a Likert scale. The validation results indicated that the instructional video obtained a feasibility score of 86.7% (Very Feasible) from the material expert and 83.3% (Very Feasible) from the media expert. Meanwhile, the students’ responses showed an average score of 89.6% (Very Feasible). The instructional video is therefore considered highly feasible and has the potential to facilitate students’ understanding of firewall configuration concepts in an engaging and interactive manner. Thus, this media is appropriate to be implemented in practice-based learning to support student learning in the Network Security subject.
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Abstrak. Pembelajaran Keamanan Jaringan di SMK seringkali terkendala oleh keterbatasan perangkat fisik firewall dan dominasi metode ceramah yang membuat siswa sulit memahami konsep konfigurasi yang abstrak.Penelitian ini bertujuan untuk mengembangkan video pembelajaran konfigurasi firewall menggunakan Cisco Packet Tracer sebagai media pembelajaran pada mata pelajaran Keamanan Jaringan di Sekolah Menengah Kejuruan (SMK). Pengembangan dilakukan dengan menggunakan model ADDIE yang meliputi tahap Analysis, Design, Development, Implementation, dan Evaluation. Subjek penelitian melibatkan 25 siswa kelas XI Teknik Komputer dan Jaringan serta dua validator ahli, yaitu ahli materi dan ahli media. Instrumen pengumpulan data meliputi lembar validasi dan angket respon siswa, sedangkan analisis data dilakukan secara deskriptif kuantitatif menggunakan skala Likert. Hasil validasi menunjukkan bahwa media video memperoleh nilai kelayakan dari ahli materi sebesar 86,7% (Sangat Layak) dan dari ahli media sebesar 83,3% (Sangat Layak). Adapun hasil respon siswa menunjukkan nilai rata-rata 89,6% (Sangat Layak). Video pembelajaran ini dinyatakan sangat layak dan berpotensi memfasilitasi pemahaman konsep konfigurasi firewall secara menarik, interaktif dan berpotensi mendukung pemahaman. Dengan demikian, media ini layak diterapkan dalam pembelajaran berbasis praktik untuk memfasilitasi pembelajaran siswa pada mata pelajaran Keamanan Jaringan

Kata-kata Kunci: video pembelajaran; konfigurasi firewall; Cisco Packet Tracer; ADDIE; keamanan jaringan; SMK
Background

The rapid development of Information and Communication Technology (ICT) over the past two decades has fundamentally transformed the educational paradigm worldwide. Digitalization in education is no longer merely a trend but has become a necessity to address the challenges of the 21st century, where critical thinking, creativity, collaboration, and communication skills are essential competencies (Andryana et al., 2025). Through the integration of technology, the learning process can become more engaging, interactive, and effective (Permana et al., 2024).

One form of innovation in the implementation of ICT in education is the use of instructional video media. This medium enables teachers to present learning materials visually, concretely, and dynamically, thereby assisting students in understanding abstract concepts. Mustami (2024) emphasizes that video media can clarify learning messages, increase students’ attention, and enrich learning experiences through a combination of visual, audio, and motion elements. In addition, instructional videos can be accessed independently by students anytime and anywhere, thus supporting self-directed learning (Aziz et al., 2024).

In the context of vocational education, particularly at the Vocational High School (SMK) level, the role of instructional video media becomes increasingly important. SMKs focus on developing practical skills that are directly applicable in the workplace; therefore, students must master both conceptual knowledge and technical competencies through applied learning approaches (Zulqaidah & Rifa’i, 2025). However, several challenges still hinder the optimal achievement of learning objectives. Based on preliminary observations and interviews with the Network Security subject teacher, it was found that the learning process is often still teacher-centered, relying on conventional lecture methods and direct demonstrations in the laboratory. This condition tends to make students passive, as they merely follow instructions without fully understanding network configuration concepts in depth.

In addition, facility limitations pose another significant obstacle. Not all schools are equipped with adequate networking devices to conduct direct firewall configuration practice. Such material requires equipment such as routers, switches, and servers, which are not always available in sufficient quantities. As a result, students face difficulties in performing repeated practice, which is crucial for competency mastery. This situation can lead to a low level of understanding of firewall concepts and their role in network security (Azhari et al., 2025).

To address these issues, it is important to develop instructional media that can bridge the gap between limited facilities and the need for practical network learning. One appropriate solution is the development of simulation-based instructional videos using Cisco Packet Tracer. Cisco Packet Tracer allows students to simulate network configurations virtually without requiring physical devices (M. F. Siregar et al., 2025). With instructional videos integrated into this simulation platform, students can learn firewall configuration procedures step by step in a clear and repeatable manner. Such media not only assist students in understanding technical procedures but also strengthen their conceptual understanding of network security principles (Putri et al., 2024).

Research conducted by Farhan et al. (2024) confirms that instructional videos developed according to multimedia learning principles are effective in improving students’ learning outcomes and motivation. These principles align with Mayer’s (2009) dual coding theory, which states that information presented through a combination of text, audio, and moving images is processed more effectively because it engages both visual and verbal cognitive channels simultaneously. Therefore, the use of simulation-based instructional videos in network learning is expected to provide richer and more meaningful learning experiences for vocational students.

Furthermore, the development of video-based instructional media aligns with national policies on digital education transformation. Through the Merdeka Belajar initiative and the Revitalization of Vocational Education program, the government emphasizes the importance of technology-based innovation in learning to enhance graduates’ competencies in line with Industry 4.0 demands (Avana et al., 2024). Therefore, teachers are encouraged to design and develop innovative and engaging instructional media that align with the characteristics and needs of vocational students.

Based on these considerations, this study aims to develop an instructional video on firewall configuration using Cisco Packet Tracer for the Network Security subject in Vocational High School. The media is designed to help students understand fundamental concepts and practical steps in firewall configuration, while also enhancing their ability to implement network security in computer systems. It is expected that the developed instructional video will serve as an effective, efficient, and practical technology-based learning solution in vocational education settings.

Method 
This study employed a Research and Development (R&D) method using the ADDIE development model proposed by Branch (2009). The ADDIE model consists of five stages—Analysis, Design, Development, Implementation, and Evaluation—carried out systematically to produce instructional media that are feasible and effective for use. According to Sugiyono (2020), development research is utilized to create specific products and to test their effectiveness so that they can be applied in the learning process. The research subjects consisted of 25 eleventh-grade students majoring in Computer and Network Engineering at a vocational high school in Garut Regency during the 2024/2025 academic year. The research validators included two experts: one subject matter expert and one media expert.

The Analysis stage was conducted to identify problems and learning needs. It was found that students experienced difficulties in understanding firewall configuration due to limited practical learning media. The Design stage involved developing the storyboard, video script, and visual design based on simulation using Cisco Packet Tracer. The Development stage included the video production process using Camtasia Studio and Adobe Premiere Pro, followed by validation by the subject matter expert and media expert. The validation results were analyzed using a feasibility percentage formula to determine the level of product validity: 
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The interpretation of the assessment results refers to the feasibility criteria as follows table 1.
Table 1. Feasibility Criteria of Instructional Media
	Feasibility Percentage
	Criteria

	81–100%
	Very Feasible

	61–80%
	Feasible

	41–60%
	Fairly Feasible

	21–40%
	Less Feasible

	0–20%
	Not Feasible


The Implementation stage was conducted through a limited trial involving students to obtain feedback on the instructional video. Students’ responses were evaluated using a five-point Likert scale questionnaire in accordance with Sugiyono (2020), covering aspects of visual appearance, ease of use, attractiveness, and usefulness of learning. The following is the validation instrument blueprint show in Table 2.
Table 2. Blueprint of the Material Expert Validation Instrument
	No
	Aspect
	Assessment Indicators
	Number of Items

	1
	Content Relevance
	Alignment with basic competencies
	3

	2
	Concept Accuracy
	Accuracy of content and sequence of presentation
	3

	3
	Language Clarity
	Use of technical terms and sentence structure
	3

	4
	Content Depth
	Completeness of firewall configuration steps
	3

	Total Items
	12


Top of Form

Bottom of Form

Table 3. Blueprint of the Media Expert Validation Instrument
	No
	Aspect
	Assessment Indicators
	Number of Items

	1
	Visual Quality
	Color combination, text clarity, and screen display
	3

	2
	Audio Quality
	Voice clarity and narration volume
	3

	3
	Design Consistency
	Transitions, layout, and presentation flow
	3

	4
	Readability and Navigation
	Ease of following the firewall configuration steps
	3

	Total Items
	12


Table 4. Blueprint of Students’ Responses to the Instructional Video

	No
	Aspect
	Assessment Indicators
	Number of Items

	1
	Visual Appearance
	Visual quality, color combination, and clarity of text in the video
	5

	2
	Ease of Use
	Ease of understanding the firewall configuration steps
	5

	3
	Attractiveness
	Clarity of narration and students’ interest in learning through the video
	5

	4
	Learning Usefulness
	The role of the video in supporting independent understanding of firewall concepts
	5

	Total Items
	20


The expert validation questionnaire consisted of 12 statement items covering aspects of content relevance, concept accuracy, language clarity, visual appearance, audio quality, and design consistency. Meanwhile, the student response questionnaire consisted of 20 statement items covering aspects of visual appearance, ease of use, attractiveness, and learning usefulness. The instruments were developed based on instructional media feasibility indicators and multimedia learning principles. Each item in the questionnaire was scored according to the criteria presented in Table 5.
Table 5. Scoring Criteria for Students’ Responses
	Score
	Criteria

	5
	Strongly Agree

	4
	Agree

	3
	Fairly Agree

	2
	Disagree

	1
	Strongly Disagree


The questionnaire data were analyzed using descriptive statistics to identify the category of students’ responses. The Evaluation stage was conducted to assess the overall development process, including expert validation results and students’ feedback on the instructional video. By implementing the ADDIE development model, the firewall configuration instructional video is expected to function as a feasible, engaging, and effective learning medium for vocational high school students.

The product developed in this study is an instructional video on firewall configuration using Cisco Packet Tracer. The video is packaged in MP4 (MPEG-4) format with a resolution of 1280 × 720 pixels (HD) and a 16:9 aspect ratio, making it compatible with various devices such as laptops, laboratory computers, and classroom projectors. The video duration is approximately 15 minutes and is divided into several segments: (1) introduction and learning objectives, (2) introduction to basic firewall concepts, (3) demonstration of configuration steps using Cisco Packet Tracer, and (4) closing and summary of the material. The presentation is supported by audio narration, subtitles, and visual highlights on key configuration steps to help students follow each stage of the practice. The video is designed using a demonstrative tutorial approach, allowing students to follow the configuration process step-by-step. This structure aims to enhance procedural clarity and reduce potential errors during network configuration practice.

This study did not employ an experimental design involving pre-tests and post-tests; therefore, it does not aim to quantitatively measure improvements in students’ learning outcomes. Consequently, the findings of this study are limited to evaluating the feasibility of the product as an instructional medium rather than testing its effectiveness in improving learning achievement. Future research may extend this study by conducting an experimental design comparing pre-test and post-test scores to determine the impact of the developed media on students’ learning outcomes

Results and Discussion

This study produced an instructional video on firewall configuration using Cisco Packet Tracer for the Network Security subject at the Vocational High School (SMK) level. The media was developed following the ADDIE model proposed by Branch (2009), which consists of five stages: Analysis, Design, Development, Implementation, and Evaluation. The primary objective of this development was to create an instructional medium capable of enhancing students’ understanding of firewall concepts through engaging and interactive network simulation visualization.

The research findings are presented based on three main data sources: (1) validation results from the material expert, (2) validation results from the media expert, and (3) students’ responses after using the instructional video. These three sets of data serve as the basis for determining the feasibility and practicality of the media in supporting computer network practice learning in vocational high schools.

The material expert validation aimed to assess the alignment of the video content with the curriculum, the accuracy of concepts, the sequence of material presentation, and the clarity of language. The material experts consisted of a university lecturer specializing in computer network engineering and a teacher of the Network Security subject. The assessment was conducted using a Likert-scale questionnaire with scores ranging from 1 to 5. The results of the material expert validation are presented in Table 6.

Table 6. Results of Material Expert Validation
	Assessment Aspect
	Obtained Score
	Maximum Score
	Percentage (%)
	Criteria

	Content alignment with basic competencies
	19
	20
	95%
	Very Feasible

	Concept accuracy and sequence of presentation
	18
	20
	90%
	Very Feasible

	Language clarity and use of technical terms
	15
	20
	75%
	Feasible

	Average
	86,7%
	Very Feasible


The evaluation results from the subject matter expert indicate that the instructional video obtained an average percentage score of 86.7%, categorized as “Highly Feasible.” Two aspects—content relevance and the accuracy of the presentation sequence—also received the “Highly Feasible” category, while the aspect of language clarity was categorized as “Feasible” with a score of 75%.

The 75% score for language clarity suggests that the use of technical terms in firewall configuration still requires simplification to make it more easily understood by vocational high school (SMK) students. This finding aligns with the principles of coherence and signaling in Richard E. Mayer’s Multimedia Learning Theory, which emphasize the importance of presenting information concisely and in a well-directed manner to reduce learners’ cognitive load. Therefore, the addition of subtitles and visual emphasis on key configuration sections was implemented as part of the media improvement efforts.

Overall, these results indicate that the material content is aligned with the basic competencies and learning flow outlined in the vocational high school curriculum. However, improvements are still needed in the use of technical terminology and explanatory sentences to ensure they are simpler and more comprehensible for students. The validator’s suggestions to revise the narrative wording in the video have been incorporated into the product revision by adding explanatory text (subtitles) in the firewall configuration sections that include foreign technical terms.

In addition to the material expert validation, media expert validation was also conducted to evaluate the technical and aesthetic aspects of the instructional video, including visual presentation, audio quality, clarity of narration, and design alignment with multimedia learning principles. This validation process was carried out by a lecturer in educational technology and a multimedia design expert. The results of the media expert validation can be seen in Table 7 below.

Table 7. Media Expert Validation Results
	Assessment Aspect
	Score Obtained
	Maximum Score
	Percentage (%)
	Criteria

	Visual display quality (colors, images, text)
	19
	20
	95%
	Very Feasible

	Audio and narration quality
	16
	20
	80%
	Feasible

	Design consistency and video flow
	15
	20
	75%
	Feasible

	Average
	83,3%
	Very Feasible


Based on Table 7, the validation results from the media experts show an average score of 83.3%, which falls into the “Highly Feasible” category. This indicates that the instructional video, overall, meets the media feasibility criteria in terms of appearance, design, and visual presentation. The aspect of visual display quality received the highest score, 95% (Highly Feasible), demonstrating that the combination of colors, images, and text in the video is attractive and well-balanced.

Meanwhile, the aspects of audio and narration quality and design consistency and video flow were categorized as “Feasible,” with scores of 80% and 75%, respectively. The validators recommended refining the transitions between video sections, improving narration volume clarity in certain segments, and maintaining consistent duration for each configuration stage. These recommendations were accommodated during the revision phase by adjusting the audio levels and adding fade transitions between video sections to ensure smoother flow. After revision, the instructional video was considered more stable in terms of both visual and audio quality, and more comfortable for students to follow.

These validation results support Mayer’s (2009) view that the effectiveness of instructional media largely depends on the alignment between visual and audio elements; therefore, even minor improvements in media aspects can significantly enhance the overall quality of instructional delivery.

The next stage was the implementation phase, conducted through a limited trial involving 25 eleventh-grade students of Computer and Network Engineering at SMK Asshidiqiyyah Garut. After participating in the learning session using the video, students completed a response questionnaire covering aspects of visual appearance, ease of use, attractiveness, and learning benefits. The results of students’ responses to the instructional video are presented in Table 8.
Table 8. Students’ Response Results
	Assessment Aspect
	Score Obtained
	Maximum Score
	Percentage (%)
	Criteria

	Appearance
	119
	125
	95.2%
	Very Feasible

	Ease of Use
	114
	125
	91.2%
	Very Feasible

	Attractiveness
	107
	125
	85.6%
	Very Feasible

	Learning Benefits
	108
	125
	86.4%
	Very Feasible

	Average
	89.6%
	Very Feasible


Based on the data presented in Table 6, the average student response to the instructional video reached 89.6%, which falls into the “Highly Feasible” category. The appearance aspect received the highest score, 95.2%, indicating that students perceived the video’s visuals as highly engaging and easy to follow.

Meanwhile, the aspects of attractiveness and learning benefits were also categorized as “Highly Feasible.” This suggests that although the video effectively supported students in understanding firewall configuration concepts, some students expressed a preference for more interactive narration and a shorter presentation duration to prevent fatigue while watching.

Table 9. Recapitulation of Product Revision Results

	No.
	Validator Findings
	Suggested Improvements
	Follow-Up Action
	Status

	1
	Technical language was not sufficiently simple
	Add subtitles and simplify terminology
	Subtitles were added
	Completed

	2
	Audio volume was unstable
	Improve recording quality
	Audio was revised
	Completed

	3
	Transitions between sections were not smooth
	Add transition effects
	Transitions were refined
	Completed


Based on the validation results conducted by the subject matter expert and media expert, several improvement notes were identified for the developed instructional video product. These findings included the use of technical language that was considered insufficiently simple, unstable audio volume quality, and transitions between video sections that were not yet smooth.

In response to these suggestions, the researcher refined the product by adding subtitles and simplifying technical terminology to make it easier for students to understand. Additionally, the audio quality was improved through re-editing to stabilize the volume and enhance the clarity of the narration. In terms of visual aspects, transition effects between segments were added and refined to improve viewing comfort and ensure a smoother flow of material presentation. All recommendations from the validators were addressed and implemented in the final product.

Therefore, the resulting instructional video represents a revised and improved version based on expert feedback, and it is categorized as Highly Feasible for use as a learning medium for firewall configuration in the computer networking subject.

Discussion

The results of this study indicate that the development of an instructional video for firewall configuration using the ADDIE model successfully produced a feasible learning medium for use in Vocational High Schools (SMK). Based on the validation results from the subject matter expert, the video achieved a feasibility percentage of 86.7%, categorized as Highly Feasible. Meanwhile, the media expert validation yielded an average score of 83.3%, also classified as Highly Feasible, and student responses reached 89.6%, which likewise fell into the Highly Feasible category. These three findings demonstrate that the developed instructional video meets feasibility criteria in terms of content quality, visual presentation, and instructional benefits for learners.

From the perspective of subject matter validation, the video was considered capable of presenting content aligned with the basic competencies of the Network Security subject, particularly on the topic of firewall configuration. This aligns with Sugiyono (2020), who states that a product developed through research and development is considered feasible once it has undergone validation and meets content and instructional objectives criteria. This finding is further supported by Nurfadhillah (2021), who emphasizes that instructional media functions as a tool to clarify messages and information delivery, thereby reducing excessive verbal explanation. Therefore, the presence of this instructional video helps reduce teacher-centered lecturing and increases students’ active engagement in the classroom.

Based on media expert validation, two aspects—audio quality and design consistency—were categorized as Feasible, indicating the need for minor technical improvements such as adjusting narration volume and refining transitions between video segments. Nevertheless, the media was still considered effective overall, as it successfully attracted students’ attention. This result is consistent with Mayer’s (2009) Cognitive Theory of Multimedia Learning, which explains that combining text, images, and audio can optimize learning by engaging dual channels of information processing: the visual and auditory channels. When these channels are used in a balanced manner, students’ ability to comprehend abstract concepts increases.

Another noteworthy finding emerged from student responses, which indicated highly positive feedback, especially regarding visual appearance and ease of use. This suggests that students felt supported by the visualization of firewall configuration steps through Cisco Packet Tracer simulations. Such practical visualization strengthens abstract concepts related to network security, which are often difficult to understand theoretically. This finding aligns with Harefa et al. (2025), who found that video-based learning in vocational education can enhance students’ learning motivation and deepen their understanding of technical concepts. Thus, this study strengthens empirical evidence that practice-based video media is highly relevant in vocational learning contexts.

Additionally, the results are consistent with Fransiska et al. (2024), who state that interactive simulation-based media can improve student learning outcomes in computer networking subjects by enabling independent exploration. Through the developed instructional video, students can review the material outside formal classroom hours (relearning), thereby promoting learner autonomy. This supports Constructivist Learning Theory, which emphasizes that knowledge is constructed through direct experience rather than solely received from the teacher.

From a pedagogical perspective, this instructional video also contributes to improved classroom time efficiency. Teachers no longer need to repeatedly explain firewall configuration steps but can directly guide students into hands-on practice using Cisco Packet Tracer, following the examples presented in the video. This demonstrates that the developed learning media not only enhances conceptual understanding but also supports project-based learning strategies widely applied in modern vocational education.

Compared to previous studies, the primary distinction of this research lies in its specific focus and application. Fatrio et al. (2025) focused on instructional videos for basic networking topics, whereas this study developed a video specifically for firewall configuration-a topic requiring a higher level of technical understanding. Therefore, this research provides a novel contribution to the development of simulation-based instructional videos tailored to the competencies of Computer and Network Engineering students.

Overall, the findings reinforce Branch’s (2009) argument that the ADDIE model offers a systematic approach to instructional media development. The model includes structured stages of analysis, design, development, implementation, and evaluation, enabling continuous revision based on validation results and user feedback. Through this structured approach, the final product-a firewall configuration instructional video-meets feasibility criteria and contributes significantly to improving the quality of Network Security learning in vocational schools.

Conclusion

The Cisco Packet Tracer–based firewall configuration instructional video developed through the ADDIE model is deemed feasible for use as a supporting learning medium in the Network Security subject at Vocational High Schools (SMK). The media obtained a Highly Feasible category from the subject matter expert and student responses, and a Feasible category from the media expert. These results indicate that the developed instructional video meets the established feasibility criteria and receives positive feedback from students. Further research is recommended to examine the effectiveness of the instructional media in improving students’ learning outcomes. Overall, this study demonstrates that the implementation of simulation-based instructional video media is effective in enhancing students’ understanding of technical concepts in the Network Security subject. The developed media is not only suitable for use as a supporting learning resource in the classroom but also encourages students’ independent learning outside formal instructional hours. Therefore, the Cisco Packet Tracer–based firewall configuration instructional video can serve as an innovative learning alternative that aligns with the practice-oriented characteristics of vocational education.
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